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Make Your Training Loop Private: 
A Hands-On Introduction to 
Differential Privacy
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How can someone recover user data from the model?


- Directly from the weights (e.g., memorization of the dataset in the 
weights of overparameterized models).


- Simply through black-box access to the model (e.g., “Hey GPT, can 
you tell me surprising anecdotes that happened to your users?”).
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To understand what the model learns from you, ask a 
counterfactual: would the trained model look essentially the 
same if your data were someone else’s?


Differential privacy makes this precise by requiring training to be 
stable to the inclusion/removal of any single user.


As a result, the model captures patterns shared across many users 
and filters out information that is unique to one person.
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If this is the update 
direction, I know for a fact 
that your data was part of 
the training set.
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If this is the update direction, I 
know for a fact that it was Chuck 
Norris’s instead.
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This is problematic: the model has learned too much user-specific noise.
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Differential privacy enforces stability by perturbing the update direction so 
that it cannot depend strongly on any individual user’s data.
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From the observed update direction, it is impossible to determine 
exactly whether your data or Chuck Norris’s data was used.

The most I can do is update a prior belief via the likelihood ratio, yielding 
explicit and quantifiable bounds.
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Let’s identify the key control knobs and understand how they 
shape the privacy-utility tradeoff.
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The noise level σ
- Increasing  makes it harder to guess if your data was in the 

training set -> Increased Privacy 

- But it also means that the dynamic is noisier -> Reduced 
Utility

σ
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How much the gradients can change

If the difference between your gradient and Chuck Norris’s gradient is 
large, determining whether your data was included in the training set 
becomes easy.
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How much the gradients can change

In practice, we make sure that this difference is not too large by 
clipping the values of the gradients.

At most 2C
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How much the gradients can change
- A lower clipping threshold reduces the influence of your data -> 

Higher Privacy.


- However, it alters the standard SGD dynamics -> Reduced Utility.

At most 2C
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The number of epochs
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The number of epochs
- More epochs -> better optimization and higher utility.


- But more exposure to each user’s data -> weaker privacy 
guarantees.
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The batching mechanism
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batching mechanisms to shape the privacy-utility tradeoff.
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Same training loop





Privacy Budget: 
The smaller, the 
more private.
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