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Context
Current needs for AI deployment:


- AI alignment


- AI robustness


- Security across the entire AI supply chain


- …



LLM APIs are not stable
Reasons:


- 🆗 Update the model’s behavior (should be disclosed)


- 👎 Save costs by quietly serving e.g. quantized model


- ‼ Introduce backdoors (e.g. Malicious provider / supply chain attack / 
insider attack / bad update)


- …



Unexplained changes in production APIs

Source: Chauvin et al., Log Probability Tracking of LLM APIs, ICLR 2026



Goal

Monitor LLM APIs continuously to detect changes.


Requirements:


- Cheap 

- Sensitive to small changes 

- Works with existing API providers



Large Language Models 101

Prompt

Sampling params

Output text



LMStudio



Notations: 

𝒱 = {1,…, d} (vocabulary, size d), w = (w1, …, wL) ∈ 𝒱L, w<t := (w1, …, wt−1)

Autoregressive Modeling and Training

Text as a conditional probabilistic model:

pθ(w) =
L

∏
t=1

pθ(wt ∣ w<t)



Architecture: 

r(θpre, w<t)

∈ ℝm

linear head (W,b) z(θ, w<t) = W r(θpre, w<t) + b ∈ ℝd, θ = (θpre, W, b)

pθ(wt = i ∣ w<t) = fi(θ, w<t) :=
exp(zi(θ, w<t)/τ)

d

∑
j=1

exp(zj(θ, w<t)/τ)

𝒱 = {1,…, d} (vocabulary, size d ), w = (w1, …, wL) ∈ 𝒱L, w<t := (w1, …, wt−1) pθ(w) =
L

∏
t=1

pθ(wt ∣ w<t)

Feature vector

Logprobs > 0



Training: 

̂θ = arg min
θ∈Θ

− 𝔼w∼𝒟[
L

∑
t=1

log pθ(wt ∣ w<t)]
ℒ(θ) (cross-entropy)

ℒ̂(θ) = −
1

|𝒟 | ∑
w∈𝒟

L

∑
t=1

log pθ(wt ∣ w<t)

Empirical counterpart: 

𝒱 = {1,…, d} (vocabulary, size d ), w = (w1, …, wL) ∈ 𝒱L, w<t := (w1, …, wt−1)

r(θpre, w<t)

∈ ℝm

linear head (W,b) z(θ, w<t) = W r(θpre, w<t) + b ∈ ℝd, θ = (θpre, W, b) pθ(wt = i ∣ w<t) = fi(θ, w<t) =
exp(zi(θ, w<t)/τ)

d

∑
j=1

exp(zj(θ, w<t)/τ)

pθ(w) =
L

∏
t=1

pθ(wt ∣ w<t)



Inference pθ(wt = i ∣ w<t) = fi(θ, w<t) =
exp(zi(θ, w<t)/τ)

d

∑
j=1

exp(zj(θ, w<t)/τ)

Inference = sampling from the conditional, seeded by the prompt

θ fixed (deployed model), x ∈ 𝒳 (prompt / context) wt ∼ f(θ, w<t), t = 1,2,…

The temperature reshapes the head

τ → ∞ : f → Unif(𝒱) τ = 1 : f = trained distribution τ → 0 : f → Unif(M)

M := {i : zi(θ, x) = max
1≤ j≤d

zj(θ, x)}, k := |M |

The prompt chooses where you probe x ⟼ z(θ, x) ⟼ M(x), k(x)



Problem statement

API exposes:

f(θ, ⋅ )

User submits: (x, τ), observes y = (y1, …, yL), yt ∼ f(θ, (x, y<t)) .

H0 : θ0 = θ1 vs H1 : θ0 ≠ θ1

The question: did the model change?

Query the model repeatedly at two time points: have its 
weights changed in between?



First baseline: Model Equality Testing (MET)

Source: Gao et al., Model Equality Testing, ICLR 2025

MMDϕ(P, Q) = 𝔼z∼P[ϕ(z)] − 𝔼z′￼∼Q[ϕ(z′￼)] 2

𝒟P = { (x(i), y(i)) : x(i) ∼ π, y(i)
t ∼ f (τ)

θ0
( ⋅ ∣ x(i), y(i)

<t) ∀t

(x(i), y(i)) ∼ P := π f (τ)
θ0

}N
i=1 𝒟Q = { (x(i), y(i)) : x(i) ∼ π, y(i)

t ∼ f (τ)
θ1

( ⋅ ∣ x(i), y(i)
<t) ∀t

(x(i), y(i)) ∼ Q := π f (τ)
θ1

}N
i=1

θ0 = θ1 ⟹ P = Q ⟹ MMDϕ(P, Q) = 0 ⟹ ̂MMD(𝒟P, 𝒟Q) ≈ 0.

Testing datasets:

MMD score:



Source: Julien Mairal’s lecture on kernel methods

MMDϕ(P, Q) = 𝔼z∼P[ϕ(z)] − 𝔼z′￼∼Q[ϕ(z′￼)] 2

𝒟P = { (x(i), y(i)) : x(i) ∼ π, y(i)
t ∼ f (τ)

θ0
( ⋅ ∣ x(i), y(i)

<t) ∀t

(x(i), y(i)) ∼ P := π f (τ)
θ0

}N
i=1 𝒟Q = { (x(i), y(i)) : x(i) ∼ π, y(i)

t ∼ f (τ)
θ1

( ⋅ ∣ x(i), y(i)
<t) ∀t

(x(i), y(i)) ∼ Q := π f (τ)
θ1

}N
i=1

MMDk(P, Q) = 𝔼z,z′￼∼P[k(z, z′￼)] + 𝔼z,z′￼∼Q[k(z, z′￼)] − 2 𝔼 z ∼ P
z′￼∼ Q

[k(z, z′￼)]

̂MMD(𝒟P, 𝒟Q) =
1

N(N − 1) ∑
i≠i′￼

k((x(i), y(i)), (x(i′￼), y(i′￼))) +
1

N(N − 1) ∑
j≠j′￼

k((x( j), y( j)), (x( j′￼), y( j′￼))) −
2

N2 ∑
i,j

k((x(i), y(i)), (x( j), y( j)))

Kernel trick:



𝒟P = { (x(i), y(i)) : x(i) ∼ π, y(i)
t ∼ f (τ)

θ0
( ⋅ ∣ x(i), y(i)

<t) ∀t

(x(i), y(i)) ∼ P := π f (τ)
θ0

}N
i=1 𝒟Q = { (x(i), y(i)) : x(i) ∼ π, y(i)

t ∼ f (τ)
θ1

( ⋅ ∣ x(i), y(i)
<t) ∀t

(x(i), y(i)) ∼ Q := π f (τ)
θ1

}N
i=1

̂MMD(𝒟P, 𝒟Q) =
1

N(N − 1) ∑
i≠i′￼

k((x(i), y(i)), (x(i′￼), y(i′￼))) +
1

N(N − 1) ∑
j≠j′￼

k((x( j), y( j)), (x( j′￼), y( j′￼))) −
2

N2 ∑
i,j

k((x(i), y(i)), (x( j), y( j)))

Exact kernel:

k((x, y), (x′￼, y′￼)) = 1{x = x′￼} k̃hamming(y, y′￼), k̃hamming(y, y′￼) =
L

∑
t=1

1{yt = y′￼t}

Prompt distribution: Selected sentences from Wikipedia



✅ Advantages: 

- Interpretable test statistic


- Interpretable failure mode


- Theoretically tractable in principle

❌ Inconvenients: 

- Hamming kernel only sees the marginals


- Does not see what happens outside of the Wikipedia benchmark


- Quite expensive in practice ($67/year/model - hourly monitoring)



Second baseline: MMLU-ALG

Idea: monitor a fixed benchmark, watch the answer distribution drift.

Fixed prompt set: π := Unif{x1, …, xPMA
}, PMA = 100

{x1, …, x100} = MMLU abstract_algebra subset (multiple-choice)

y(i) ∼ f(θ, xi), y(i) ∈ {A, B, C, D}

Why algebra? It is a difficult benchmark where models are usually uncertain.



✅ Advantages: 

- Human-readable


- Rather cheap


- Theoretically tractable (with basic Hoeffding & Union bounds)

❌ Inconvenients: 

- Low sensitivity to small changes


- Does not see what happens outside of the algebra benchmark



Our approach: Simplify the observation, then analyze the difficulty rigorously.

Source: Chauvin et al., Token-Efficient Change Detection in LLM APIs, ICML 2026

Fix xtest ∈ 𝒳 . Y1, …, Yn
i.i.d.∼ f(θ, xtest) ∈ 𝒱 (n queries → n first tokens)

p0 := f(θ0, xtest)1:(d−1), p1 := f(θ1, xtest)1:(d−1)

=> The problem is a problem of multinomial testing !



Source: Chauvin et al., Token-Efficient Change Detection in LLM APIs, ICML 2026

- Balakrishnan and Wasserman, Hypothesis testing for densities and 
high-dimensional multinomials, Annals of Stats., 2019


- Cai et al., Testing high-dimensional multinomials with applications to 
text analysis. JRSS-B, 2024


- Aliakbarpour et al., Optimal algorithms for augmented testing of 
discrete distributions, NeurIPS, 2024.


- Berrett et al. Locally private non-asymptotic testing of discrete 
distributions is faster using interactive mechanisms, NeurIPS, 2020


- …

Fix xtest ∈ 𝒳 . Y1, …, Yn
i.i.d.∼ f(θ, xtest) ∈ 𝒱 (n queries → n first tokens)

p0 := f(θ0, xtest)1:(d−1), p1 := f(θ1, xtest)1:(d−1)



Source: Chauvin et al., Token-Efficient Change Detection in LLM APIs, ICML 2026

Fix xtest ∈ 𝒳 . Y1, …, Yn
i.i.d.∼ f(θ, xtest) ∈ 𝒱 (n queries → n first tokens)

p0 := f(θ0, xtest)1:(d−1), p1 := f(θ1, xtest)1:(d−1)

Classical bounds depend on (d, n,∥p0 − p1∥) only.

They never reveal how xtest and τ shape the difficulty

d = |𝒱 | ∼ 105, n ≪ d ⇒ most tokens never sampled

⚠



Statistical tests 101
A test is a decision rule ϕ : (observations) → [0,1] . ϕ = c : reject H0 with probability c .

α := 𝔼H0
[ϕ] = 𝔼[ϕ ∣ θ0 = θ1] (Type-I, false positive, FPR)

β := 𝔼H1
[1 − ϕ] = 1 − 𝔼H1

[ϕ] (Type-II, false negative, 1-TPR)

Source: Google for Dev.



A test is a decision rule ϕ : (observations) → [0,1] . ϕ = c : reject H0 with probability c .

Trivial tests: ϕ ≡ 0 ⇒ α = 0, β = 1. ϕ ≡ 1 ⇒ α = 1, β = 0.

A test is only defined by the (α,1 − β) pair

Compare tests by their whole curve (or AUC), never by α or β alone.

Source: Google for Dev.



A test is a decision rule ϕ : (observations) → [0,1] . ϕ = p : reject H0 with probability p .

Neyman-Pearson (informal). To test H0 : p0 vs H1 : p1,

among all tests with Type-I error  ≤ α,  the most powerful one

thresholds the likelihood ratio : Λ(Y) =
p1(Y)
p0(Y)

H1
≷
H0

c .

The difficulty of eptimal tests is governed by how Λ separates p0, p1 .



Generally, optimal tests are intractable
Fix xtest ∈ 𝒳 . Y1, …, Yn

i.i.d.∼ f(θ, xtest) ∈ 𝒱 (n queries → n first tokens)

log Λ =
n

∑
i=1

log
[f(θ1, xtest)]Yi

[f(θ0, xtest)]Yi

.

Source: Li et al., Visualizing the Loss Landscape of Neural 
Nets, Neurips, 2018



Solution: we only look locally

log Λ =
n

∑
i=1

log
[f(θ1, xtest)]Yi

[f(θ0, xtest)]Yi

.

Source: Chauvin et al., Token-Efficient Change Detection in LLM APIs, ICML 2026

ϵn = s

n
, s ∈ ℝ fixed, h direction fixed, θ1 = θ0 + ϵnh

Local Asymptotic Normality:



log Λ =
n

∑
i=1

log
[f(θ1, xtest)]Yi

[f(θ0, xtest)]Yi

.

Source: Chauvin et al., Token-Efficient Change Detection in LLM APIs, ICML 2026

log Λ =
n

∑
i=1

log
[f(θ0 + ϵnh, xtest)]Yi

[f(θ0, xtest)]Yi

= s d⊤F(p0)−1Zn −
s2

2
d⊤F(p0)−1d + oℙ(1),

d := ∇θ f(θ0, xtest)1:(d−1)h ∈ ℝ(d−1),

Zn := n (empirical token frequencies − p0) .

F(p) := diag(p) − p p⊤ ∈ ℝ(d−1)×(d−1)



log Λ =
n

∑
i=1

log
[f(θ1, xtest)]Yi

[f(θ0, xtest)]Yi

.

Source: Chauvin et al., Token-Efficient Change Detection in LLM APIs, ICML 2026

log Λ =
n

∑
i=1

log
[f(θ0 + ϵnh, xtest)]Yi

[f(θ0, xtest)]Yi

= s d⊤F(p0)−1Zn −
s2

2
d⊤F(p0)−1d + oℙ(1),

d := ∇θ f(θ0, xtest)1:(d−1)h ∈ ℝ(d−1),

Zn := n (empirical token frequencies − p0) .

F(p) := diag(p) − p p⊤ ∈ ℝ(d−1)×(d−1)

Proof: 


LLN under H0


Hoeffding under H1



Source: Chauvin et al., Token-Efficient Change Detection in LLM APIs, ICML 2026

log Λ =
n

∑
i=1

log
[f(θ0 + ϵnh, xtest)]Yi

[f(θ0, xtest)]Yi

= s d⊤F(p0)−1Zn −
s2

2
d⊤F(p0)−1d + oℙ(1),

d := ∇θ f(θ0, xtest)1:(d−1)h ∈ ℝ(d−1),
Zn := n (empirical token frequencies − p0) .

F(p) := diag(p) − p p⊤ ∈ ℝ(d−1)×(d−1)



Source: Chauvin et al., Token-Efficient Change Detection in LLM APIs, ICML 2026

Under H0 (θ = θ0) : log Λ d 𝒩(− s2

2 d⊤F(p0)−1d, s2 d⊤F(p0)−1d),

log Λ =
n

∑
i=1

log
[f(θ0 + ϵnh, xtest)]Yi

[f(θ0, xtest)]Yi

= s d⊤F(p0)−1Zn −
s2

2
d⊤F(p0)−1d + oℙ(1),

d := ∇θ f(θ0, xtest)1:(d−1)h ∈ ℝ(d−1)

Zn := n (empirical token frequencies − p0) .

F(p) := diag(p) − p p⊤ ∈ ℝ(d−1)×(d−1)



Source: Chauvin et al., Token-Efficient Change Detection in LLM APIs, ICML 2026

Under H0 (θ = θ0) : log Λ d 𝒩(− s2

2 d⊤F(p0)−1d, s2 d⊤F(p0)−1d),

log Λ =
n

∑
i=1

log
[f(θ0 + ϵnh, xtest)]Yi

[f(θ0, xtest)]Yi

= s d⊤F(p0)−1Zn −
s2

2
d⊤F(p0)−1d + oℙ(1),

d := ∇θ f(θ0, xtest)1:(d−1)h ∈ ℝ(d−1)

Zn := n (empirical token frequencies − p0) .

F(p) := diag(p) − p p⊤ ∈ ℝ(d−1)×(d−1)

Proof: CLT



Source: Chauvin et al., Token-Efficient Change Detection in LLM APIs, ICML 2026

Under H1 (θ = θ0 + ϵnh) : log Λ d 𝒩(+ s2

2 d⊤F(p0)−1d, s2 d⊤F(p0)−1d),

log Λ =
n

∑
i=1

log
[f(θ0 + ϵnh, xtest)]Yi

[f(θ0, xtest)]Yi

= s d⊤F(p0)−1Zn −
s2

2
d⊤F(p0)−1d + oℙ(1),

Under H0 (θ = θ0) : log Λ d 𝒩(− s2

2 d⊤F(p0)−1d, s2 d⊤F(p0)−1d),

Zn := n (empirical token frequencies − p0) .

F(p) := diag(p) − p p⊤ ∈ ℝ(d−1)×(d−1)

d := ∇θ f(θ0, xtest)1:(d−1)h ∈ ℝ(d−1)

Proof: CLT



Source: Chauvin et al., Token-Efficient Change Detection in LLM APIs, ICML 2026

Under H1 (θ = θ0 + ϵnh) : log Λ d 𝒩(+ s2

2 d⊤F(p0)−1d, s2 d⊤F(p0)−1d),

log Λ =
n

∑
i=1

log
[f(θ0 + ϵnh, xtest)]Yi

[f(θ0, xtest)]Yi

= s d⊤F(p0)−1Zn −
s2

2
d⊤F(p0)−1d + oℙ(1),

Under H0 (θ = θ0) : log Λ d 𝒩(− s2

2 d⊤F(p0)−1d, s2 d⊤F(p0)−1d),

Zn := n (empirical token frequencies − p0) .

F(p) := diag(p) − p p⊤ ∈ ℝ(d−1)×(d−1)

d := ∇θ f(θ0, xtest)1:(d−1)h ∈ ℝ(d−1)

Proof: CLT

Proof: Lévy to show the weak convergence of the pushforward measures



Source: Chauvin et al., Token-Efficient Change Detection in LLM APIs, ICML 2026

F(p) := diag(p) − p p⊤ ∈ ℝ(d−1)×(d−1)J := ∇θ f(θ0, xtest)1:(d−1)



Source: Chauvin et al., Token-Efficient Change Detection in LLM APIs, ICML 2026

Proof: Neyman-Pearson



The softmax simplification

Source: Chauvin et al., Token-Efficient Change Detection in LLM APIs, ICML 2026

F(p) := diag(p) − p p⊤ ∈ ℝ(d−1)×(d−1)

Can we further simplify  ?SNR2

J := ∇θ f(θ0, xtest)1:(d−1)



Source: Chauvin et al., Token-Efficient Change Detection in LLM APIs, ICML 2026

F(p) := diag(p) − p p⊤ ∈ ℝ(d−1)×(d−1)

r(θpre, w<t)

∈ ℝm

linear head (W,b) z(θ, w<t) = W r(θpre, w<t) + b ∈ ℝd, θ = (θpre, W, b)

pθ(wt = i ∣ w<t) = fi(θ, w<t) =
exp(zi(θ, w<t)/τ)

d

∑
j=1

exp(zj(θ, w<t)/τ)



Source: Chauvin et al., Token-Efficient Change Detection in LLM APIs, ICML 2026

F(p) := diag(p) − p p⊤ ∈ ℝ(d−1)×(d−1)

r(θpre, w<t)

∈ ℝm

linear head (W,b) z(θ, w<t) = W r(θpre, w<t) + b ∈ ℝd, θ = (θpre, W, b) pθ(wt = i ∣ w<t) = fi(θ, w<t) =
exp(zi(θ, w<t)/τ)

d

∑
j=1

exp(zj(θ, w<t)/τ)

∈ ℝd×d

Σ(p(τ)) = diag(p(τ)) − p(τ)(p(τ))⊤ ∈ ℝd×d, p(τ) = (p(τ)
1:(d−1), 1 − 1⊤p(τ)

1:(d−1)) .

Jz(θ) := ∇θz(θ, xtest) ∈ ℝd×(qpre+dm+d)



Source: Chauvin et al., Token-Efficient Change Detection in LLM APIs, ICML 2026

F(p) := diag(p) − p p⊤ ∈ ℝ(d−1)×(d−1)

r(θpre, w<t)

∈ ℝm

linear head (W,b) z(θ, w<t) = W r(θpre, w<t) + b ∈ ℝd, θ = (θpre, W, b) pθ(wt = i ∣ w<t) = fi(θ, w<t) =
exp(zi(θ, w<t)/τ)

d

∑
j=1

exp(zj(θ, w<t)/τ)

∈ ℝd×d

Jz(θ) := ∇θz(θ, xtest) ∈ ℝd×(qpre+dm+d)

Proof: Miracle? (Sherman-Morrison + Calculus)



Phase transition at low temperature

Source: Chauvin et al., Token-Efficient Change Detection in LLM APIs, ICML 2026

r(θpre, w<t)

∈ ℝm

linear head (W,b) z(θ, w<t) = W r(θpre, w<t) + b ∈ ℝd, θ = (θpre, W, b) pθ(wt = i ∣ w<t) = fi(θ, w<t) =
exp(zi(θ, w<t)/τ)

d

∑
j=1

exp(zj(θ, w<t)/τ)
M := {i : zi(θ, x) = max

1≤ j≤d
zj(θ, x)}, k := |M |



Source: Chauvin et al., Token-Efficient Change Detection in LLM APIs, ICML 2026

r(θpre, w<t)

∈ ℝm

linear head (W,b) z(θ, w<t) = W r(θpre, w<t) + b ∈ ℝd, θ = (θpre, W, b) pθ(wt = i ∣ w<t) = fi(θ, w<t) =
exp(zi(θ, w<t)/τ)

d

∑
j=1

exp(zj(θ, w<t)/τ)
M := {i : zi(θ, x) = max

1≤ j≤d
zj(θ, x)}, k := |M |

True for Lebesgue-
almost-any .h



Source: Chauvin et al., Token-Efficient Change Detection in LLM APIs, ICML 2026

r(θpre, w<t)

∈ ℝm

linear head (W,b) z(θ, w<t) = W r(θpre, w<t) + b ∈ ℝd, θ = (θpre, W, b) pθ(wt = i ∣ w<t) = fi(θ, w<t) =
exp(zi(θ, w<t)/τ)

d

∑
j=1

exp(zj(θ, w<t)/τ)
M := {i : zi(θ, x) = max

1≤ j≤d
zj(θ, x)}, k := |M |

True for Lebesgue-
almost-any .h

Proof:  
thanks to the head 
contribution.

tr(JT
x ΣℳJz) > 0



B3IT: the practical algorithm

Source: Chauvin et al., Token-Efficient Change Detection in LLM APIs, ICML 2026

Border Input (BI). A prompt for which at least two 
tokens are tied for the highest logprob.

x is a Border Input ⟺ k(x) = |M(x) | ≥ 2.
Initialization:

For each candidate x :  sample m first tokens at τ = 0, Y1, …, Ym ∼ f(θ0, x) .
x is a BI ⟸ |{Y1, …, Ym} | > 1 (more than one distinct output) .

Detection:

̂TV (p̂1(x), p̂2(x)) > c ⟹ change detected.



In practice, Border Inputs are easy to find

Source: Chauvin et al., Token-Efficient Change Detection in LLM APIs, ICML 2026

In real life, border inputs should be hard to find.

But we managed to find many rather easily.
78% of endpoints have at least one Border Input.
Found cheaply:  < 1,500 requests for a majority of production APIs.

Hypothesis: limited floating-point precision & inference-time non-determinism.



In practice, Border Inputs are easy to find
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In-vitro experiments
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TinyChange Benchmark
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In-vivo detections
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In-vivo detections
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Future work directions
- Can we leverage Border Inputs to define a “distance” between 

models ? 

- Can we “robustify” the detection to benign changes ? 

- Can we “prove” a malicious change ?  

- Better search strategy for Border Inputs.



Thank You!


